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What is 
Adverse Media

01www.rapidaml.com
info@rapidaml.com



Adverse Media is any negative information or news about a person or an entity. 

From an Anti-Money Laundering and Counter Financing of Terrorism (CFT) 

regulations perspective, adverse media means that there is materially important 

negative news about the customer of a business that is indicative of the potential 

involvement of such customer with money laundering (ML), financing of terrorism 

(FT), or proliferation financing of weapons of mass destruction (PF) or any other 

crimes. 

Such negative news or adverse media is generally available in the public domain or 

sources such as new items, blogs, reports, web articles, news bulletins, social 

media platforms, and so on.
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From the Anti-Money Laundering (AML) and Counter-Financing of Terrorism 

(CFT) compliance perspective, adverse media screening refers to the research on 

reliable and independent public sources discussed above to identify whether any 

customer is involved in any ML/FT or PF activities. 

Such a customer can be a natural person, including the ultimate beneficial owner 

(UBO) of a legal entity or a legal arrangement customer.



Types of Negative 
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The adverse news that can be found while digging through publicly available 

information can uncover the following types of adverse news:
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Criminal Records refers to information bringing to light, the involvement of a 

customer in any criminal proceedings or records. Such criminal records may include 

but are not limited to, crimes such as fraud, bribery, money laundering, corruption, 

murder, and other gravely illegal behaviours.

Criminal Records



Another type of adverse media is regulatory enforcement, which shows violations 

done by a customer relating to any regulatory agencies’ rules, directives, and 

regulations. For example, violation of directives of the Central Bank of UAE 

(CBUAE).

Regulatory Enforcement
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Adverse media also consists of negative press coverage, such as news that 

portrays any individual or entity in a bad sense due to any piece of controversy, 

gossip material, or defamation.

Negative Press Coverage
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Adverse public records include negative information such as financial instability or 

bankruptcy news, involvement in lawsuits or scandalous events or being 

blacklisted for non-payment of government dues, etc.

Adverse Public Records
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The Financial Action Task Force (FATF) recommends that DNFBPs and VASPs 

include adverse media screening in their Anti-Money Laundering (AML) and 

Counter Financing of Terrorism (CFT) measures, particularly the customer 

onboarding and ongoing monitoring of business relationships process.
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The process or methodology of blending Adverse Media Screening into a 

business’s AML/CFT compliance framework requires ensuring that the following 

requirements are met:
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To determine the exact depth and detail-oriented results required to fulfil the 

needs of the business’s adverse media screening needs, the DNFBPs and VASPs 

need to rely on the risk-based approach. 

The risk-based approach (RBA) requires deploying ML/FT and PF risk mitigation 

measures based on and in proportion to the level of risk their business is exposed 

to. Having an RBA helps in determining the degree of implementation and type of 

adverse media screening required.

Taking a Risk-Based Approach 
around Adverse Media
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Upon having relied on the RBA, the procedure for conducting adverse media 

searches can be determined and documented in the AML/CFT policies, 

procedures, and controls. These procedures may include the use of manual or 

software adverse media searches.

Procedures for Conducting 
Adverse Media Searches
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Adverse media screening software can be used to conduct adverse media 

searches. The selection of software largely depends on the ML/FT and PF risk 

exposure and the RBA.

Selecting an Adverse Media 
Screening Software
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Further, the performance of EDD for positive matches must be made into a practice, 

and such a practice should be included in the AML/CFT policies, procedures, and 

controls. 

Having conducted EDD will help the business to identify the true nature of the 

business relationship by assessing the source of funds and source of wealth of the 

customer to make sure that the profile of the customer is consistent with the 

transaction proposed to be carried out.

Performing EDD for Adverse 
Media Matches
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The ultimate outcome of any positive match, after having a dissatisfactory EDD 

procedure where the suspicion on the customer cannot be averted, then such a 

positive match and dissatisfactory EDD procedure must be recorded, analysed and 

reported to the FIU by filing a Suspicious Activity Report (SAR) or Suspicious 

Transaction Report (STR), depending on the situation.

Submitting SAR/STR for 
Adverse Media Matches
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Collection of government-approved key identity documents such as 

passports or trade licenses to find out the official name of the customer.

Then, the name of the customer is screened through the information available 

on a reliable public domain or social media. 

Carry out searches through the internet using search engines or 

software or relying on negative tags.

Add trigger keywords with customer names to generate search engine 

results containing adverse news about the customer.



True Match

Check the adverse media screening results; there would be three possible 

outcomes:

A true match is when the name of the customer screened matches the name 

appearing in adverse media results, having negative news about them. The 

true match requires the performance of  Enhanced Due Diligence (EDD) 

measures, such as the collection of the source of wealth and source of funds.
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False Match

A false match is when the name of the customer screened for adverse media 

matches with a name in the public domain; however, upon investigation, it is 

found that such name appearing as a result of screening is not about the 

customer due to mismatch in date of birth, or photos, or country or age, 

among other such factors. Then, the business can establish a business 

relationship as the matches found are not regarding the customer whose 

name was screened for adverse media.

No Match

If no match is found, a business relationship can be established immediately 

as there is no negative news about the customer.
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Step-by-Step Methodology to 
Perform Adverse Media Screening

True Match False Match No Match

Commence 
EDD

Establish Business 
Relationship

Collect government-approved 
key identity documents

Screen information available on a 
reliable public domain or social media
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What to do with Positive 
Adverse Media Screening 
Results 
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When the Adverse media screening results turn out to be positive, then such 

positive results must be investigated to dig deeper into the involvement of the 

customer with the subject matter of adverse news, such as criminal charges. To do 

so, the customer-facing staff must escalate the positive adverse media screening 

results to the Compliance Officer. 

The Compliance Officer must investigate, analyse, and decide if such adverse news 

amounts to any potential ML/FT or PF red flag or seems abnormal and requires the 

filing of relevant mandatory reports such as SAR/STR on the goAML portal to report 

to the Financial Intelligence Unit (FIU). 
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What to do with Positive 
Adverse Media Screening Results

Carry out 
EDD

Result show 
True Match

If Satisfactory – 
Establish business 

relationship

If Dissatisfactory – 
File SAR/STR on 

goAML portal

Adverse 
Media Screening
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The immediate benefit of performing adverse media screening is the ability to 

identify if a customer or associations of a customer are involved in any criminal 

activity, which may have been missed during the usual identity verification process 

or sanction screening process. 

Such an oversight might lead to non-compliance with the regulatory requirement 

of reporting suspicious activities and transactions, leading to the imposition of 

fines, penalties, and/or imprisonment. 

The adverse media check also helps the business to identify customer risk factors 

and assign appropriate customer risk ratings and customer risk assessment to 

determine if the customer should be treated as high, medium, or low risk.
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Identifcation of criminal 
association

Fulfil gaps in sanction screening 
and other CDD measures

Ensuring compliance with 
regulatory requirements

Identifcation of customer 
risk factors

Assisting with customer 
risk profiling

Allocation of appropriate 
customer risk rating

Benefits of 
Performing Adverse Media Checks
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Implementing Ongoing 
Adverse Media Screening

DNFBPs and VASPs must seriously consider deploying adverse media 

screening on an ongoing basis and not restricting the same to just prior 

customer onboarding. zThis shall help DNFBPs and VASPs to identify any 

negative news or adverse media as and when such negative news comes up 

during the lifespan of a business relationship.



Implementing Automated 
AML Solutions for 
Adverse Media Screening

With various AML/CFT software solutions available in the market, DNFBPs and 

VASPs can select appropriate automation solutions for carrying out adverse 

media screening for the business based on its RBA. Implementing an 

automation solution will help streamline processes and reduce costs as 

repetitive tasks of negative news screening and record keeping can be 

automated by such software solutions.
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Conclusion
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DNFBPs and VASPs operating in the UAE should seriously consider relying on AML 

solutions for carrying out adverse media screening as doing so will enable the 

DNFBPs and VASPs to identify on a real-time basis, any abnormal or suspicious 

pattern that emerges through the negative news that might come up about any 

customer or their associates and beneficial owners. 

DNFBPs and VASPs need to develop their understanding of the regulatory 

requirement of adverse media screening and fundamental steps to carry out the 

same to avoid regulatory lapses, leading to fines, penalties, and imprisonment.
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Facctum, founded in 2021 by a group of enthusiasts who have experience in banking, financial crime 
risk management technology, data science, etc., specialises in building risk management solutions 
with new-age technology.

Who we are

We understand the significance of AML 
compliance and recognise its complexity. 
Addressing this issue is our mission at RapidAML.

Our solution focuses on simplifying the intricate 
regime of AML compliance with advanced 
technology. We aim to help the regulated 
entities, specifically the DNFBPs and the VASPs, 
smoothen their AML efforts with RapidAML’s 
end-to-end AML software.. 

Our Mission
Our vision is to empower DNFBPs and 
VASPs worldwide to combat financial 
crime, and protect the global financial 
system by providing innovative, 
affordable, and effective solutions.

Our Vision

While delivering the compliance solution to the customers, we do not undermine our adherence to 
the regulations and commitment to building a compliant economy.

Our working culture is in accordance with the applicable laws of the land, focusing on improving the 
lives of our people, elevating the compliance standard of our customers, and contributing to a 
society that is safe from money laundering and other financial crimes.

At RapidAML, we promote a sustainable value-creation approach, integrating human talent 
with advanced tech.
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We live by these guiding principles that guide our progress

Our Core Values

Customer Focused

We are committed to offering 
quality AML support to exhibit a 

constructive effect on the 
customer’s business.

Elevated Excellence

With a comprehensive, tech-driven 
financial crime compliance solution, 
we nurture customer’s efforts and 
ignite brilliance to AML function.

Innovation Is The Key

We strive for healthy competition, 
bringing out the best version of the AML 
tools and technologies with continuous 

research and improvement.

Integrity

We value our customers, our team, 
and our society, and we build trust 
with our committed honesty and 

transparency.

Together We Win 

With inclusiveness and a sense of 
collaboration, we assist our 
customers in accomplishing 

compliance and developing a sense 
of shared achievement.
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