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2 RapidAML

What exactly is this “Second Line of Defence” in the AML/CFT world? Of course, the frontline
employees act as an initial barrier — stopping money launderers from entering in and ultimately
protecting the company's integrity. However, we need more than just simple scanning and
background checks to keep things safe. That is where the second line of defence comesin.

This line of defence (LoD) is about always staying a step ahead of the financial fraudsters,
watching their money game. The second line of defence is like your best ally; it acts as a layer of
oversight and risk management. It serves as an important factor for a business's AML/CFT
set-up, providing scrutiny, monitoring, and assurance for effective AML/CFT implementation.

Hence, the second line of defence becomes an unpassable barrier in protecting the financial
system as a whole.
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Importance of the Second
Line of Defence in Countering
ML/FT
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The significance of the second line of defence lies in its commitment towards effective
implementation of AML/CFT policies. The highlight of the second line of defence is its risk
management obligation. It helps in identifying gaps in the existing compliance framework. By
adopting this approach, businesses can put appropriate controls to mitigate these risks, thereby
reducing the possibility of exposure to financial crimes.

The second line of defence also works on the development of new and updated AML/CFT
policies and procedures. This documentation serves as a basis for ensuring that the
organisation's AML/CFT guidelines are at par with regulatory requirements and industry
standards. Setting clear guidelines helps create a culture of compliance within the organisation
so that employees understand their obligations with respect to AML/CFT.

Also, providing necessary training and awareness to employees regarding AML/CFT laws
comes under the purview of the second line of defence. This includes educating staff about the
red flags of money laundering and terrorist financing and providing guidance on detecting and
reporting suspicious activities and transactions. By raising awareness through ongoing training,
the second line helps to empower employees to play an active role in the prevention of financial
crimes.

Not to forget regular independent reviews and oversight. Through periodic reviews, it evaluates
the effectiveness of AML/CFT controls and processes, assuring senior management and all
other stakeholders that the organisation’s AML/CFT framework is strong and effective. This
independent assurance is important for maintaining trust and confidence in the financial
system, both internally and externally.
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Understanding the
Three Lines of Defence
in AML/CFT Compliance
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The three lines of defence (3LoD) is a delegation model for understanding the importance of
effective risk management in organisations, especially in financial industries. Let us break it
down:

First Line of \ u -
01 }» | Operational Management
Q/ Defence ) P g

g

02 )) SecondLlineof Risk Management and Compliance

Defence
; ThirdLineof  hgependent Audit
| Defence /
1. First Line of Defence (Operational Management): The first line of defence consists of

the frontline employees who are in charge of everyday business operations. These employees
deal directly with clients. This includes bank tellers, customer service representatives,
onboarding team, loan officers, etc. Their job is to conduct background checks and spot
potential red flags. They are positioned to identify the potential threat of ML/FT at an initial
stage.

2. Second Line of Defence (Risk Management and Compliance): This line of defence is in
charge of ensuring effective compliance controls. It consists of Compliance officers, Risk
managers, and other AML Specialists. They are obliged to guarantee that AML policies are
implemented successfully and AML/CFT regulatory requirements are met. They offer
assistance and advice to front-line employees through continuous monitoring, evaluation, and
guidance.

3. Third Line of Defence (Independent Audit): The independent audit function represents
the third line of defence. It serves the function of providing independent assurance and
evaluation of the effectiveness of the other two lines of defence. Independent auditors review
the AML/CFT framework and its effectiveness and provide their insights on existing AML/CFT
controls. These insights are provided to senior management and other stakeholders.
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The 3LoD model sets clear responsibilities for different functions within an organisation. It
offers a structured way to manage risks, with each line having its own role in keeping the
organisation safe from the risk of money laundering or terrorist financing. This model
encourages teamwork and coordination in combating financial fraud. Under this model, each
line knows what it is supposed to do, and they work together to make sure risks are managed
well while the organisation adheres to regulations.

The goal is to maintain the balance between running things smoothly and keeping risks under
control, ensuring stakeholders that the organisation is on top of things.
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Responsibilities of
Compliance Officer and
Compliance Teamin
Countering ML/FT
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The responsibilities of a compliance officer include:

1.

The AML compliance officer has to spot red flags and any transaction that seems
suspicious.

. The compliance officer needs to check and update the company’s AML processes to make

sure everyone is strictly adhering to regulations.

The compliance officer is supposed to acknowledge any suspicious activity or transactions
and report them to the concerned authorities.

The compliance officer is required to send various reports to the Financial Intelligence Units

(FIV), like the Suspicious Transaction Report (STR) or the Suspicious Activity Report (STR).

. The compliance officer plans necessary training and awareness about AML/CFT regulations

for employees.

The compliance officer reports to senior management in the company on the status of the
AML compliance.

A compliance officer coordinates with the supervisory authority to counter financial
terrorism.

The compliance officer also serves as the Money Laundering Reporting Officer (MLRO) and is

the main point of contact for law enforcement agencies while they are conducting

investigations. He is responsible for liaising with internal parties, sharing information, reporting

cases, developing the best AML/CFT policies, and constantly improving AML/CFT practices to

combat financial crimes.
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Importance of Training and
Awareness for the
Compliance Department
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Training and awareness play a key role in promoting AML/CFT compliance in the organisation.
These are important factors for an effective AML/CFT program and help ensure that
employees understand the importance of AML/CFT regulations and their responsibilities in
preventing ML/FT activities. Training and awareness for the compliance department are critical
to empowering them to combat financial crimes. Here are some of the ways education and
training can help meet AML/CFT requirements:

Awareness and
Knowledge
Ensuring Shaik
Regulatory \ 4 Assessment

Compliance
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Awareness and Knowledge: Appropriate training equips employees with a thorough
understanding of prevailing AML/CFT laws. These should include training them to recognise
red flags and irregularities that might indicate money laundering. By raising awareness of
AML/CFT frameworks, employees can identify suspicious activity and report it promptly, thus
saving the organisation from further engaging in illegal activities.

Risk Assessment: AML Compliance Training helps employees understand certain risks relevant
to their roles and the industry in which they are working. This helps them take proactive
measures and mitigate potential risks early and effectively.

Ensuring Understanding of Policies and Procedures: Extensive AML Compliance training
ensures that employees are familiar with the institution’s AML/CFT framework. Through this,
they learn about Customer Due Diligence, transaction monitoring, and record-keeping
requirements.

Reporting and Escalation: When employees are trained properly, they understand their
responsibilities well. They report suspicious transactions promptly and escalate them further to
concerned authorities. This ensures that such transactions are properly investigated and, if
required, flagged.

Cultivating a Culture of Compliance: AML Training and Awareness programs foster a culture of
Compliance within the organisation. This also highlights the significance of AML obligations and
the consequences of non-compliance. Such training encourages ethical behaviour among the
employees, making AML Compliance a collective responsibility.

Ensuring Regulatory Compliance: Training programs keep employees informed about evolving
AML regulations, enabling them to quickly adapt to necessary measures. This saves them from
penalties and legal consequences.
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The second line of defence is the most crucial and direct line of defence in combating money
laundering and financial terrorism. It not only oversees AML/CFT compliance and provides
strategic guidance but also acts as a middleman between frontline employees and the
internal audit team by periodically advising frontline employees about the prevailing AML
laws and providing the internal audit team with a structured report of ongoing activities. This
helps in strengthening the very fabric of the financial sector. It is the only line that completely
owns the potential risks associated with clients.
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RapidAML is an AML software designed to support the compliance tasks of the DNFBPs and
the VASPs, offering an advanced and secured technology platform

Who we are

Facctum, founded in 2021 by a group of enthusiasts who have experience in banking,
financial crime risk management technology, data science, etc., specialises in building risk
management solutions with new-age technology.

Our Mission

We understand the significance of AML compliance and recognise its complexity.
Addressing this issue is our mission at RapidAML. Our solution focuses on simplifying the
intricate regime of AML compliance with advanced technology. We aim to help the regulated
entities, specifically the DNFBPs and the VASPs, smoothen their AML efforts with
RapidAML's end-to-end AML software.

Our Vision

Our vision is to empower DNFBPs and VASPs worldwide to combat financial crime, and
protect the global financial system by providing innovative, affordable, and effective
solutions.

While delivering the compliance solution to the customers, we do not undermine our
adherence to the regulations and commitment to building a compliant economy.

Our working culture is in accordance with the applicable laws of the land, focusing on
improving the lives of our people, elevating the compliance standard of our customers, and
contributing to a society that is safe from money laundering and other financial crimes.

At RapidAML, we promote a sustainable value-creation approach, integrating human

talent with advanced tech.
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We live by these guiding principles that guide our progress

N\
(o)

Customer Focused

We are committed to offering
quality AML support to exhibit a
constructive effect on the
customer’s business.

AW

Elevated Excellence

With a comprehesive, tech-driven
financial crime compliance solution,
we nuture customer’s efforts and
ignite brilliance to AML function.

__

Innovation Is The Key

We strive for healthy competition,

bringing out the best version of the AML

tools and technologies with continuous

research and improvement.

@
&

Integrity

We value our customer, our team,
and our society, and we build trust
with our committed honesty and
transparency.
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Together We Win

With inclusiveness and a sense
of collaboration, we assist our customers
in accomplishing compliance and
develpoing a sense of
shared achivement.
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