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A Force of Nature in AML

« An esteemed member of ICSI and a proud bearer of the Certified
Anti-Money Laundering Specialist (CAMS) badge

* Focuses on Enterprise-wide risk assessments, Customer Due

Diligence (CDD), and risk management strategies

» Specialises in the design, implementation, and maintenance of

AML/CFT and sanctions programs

» Lends her brilliance to guiding companies through global AML

regulations

The Voice
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AML/CFT Legal Framework in UAE

Federal Decree Law No (20) of 2018 on Anti-Money
Laundering and Combating the Financing of Terrorism
and lllegal Organisations

Cabinet Decision No (10) of 2019 concerning the
Implementing Regulations of Federal Decree Law No (20)
of 2018 on Anti-Money Laundering and Combating the
Financing of Terrorism and lllegal Organisations

Federal Decree Law No (26) of 2021 to amend certain
provisions of Federal Decree Law No (20) of 2018 on
Anti-Money Laundering and Combating the Financing of
Terrorism and lllegal Organisations

Cabinet Resolution No (24) of 2022 amending some
provisions of Cabinet Resolution No (10) of 2019
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AML/CFT Legal Framework in UAE

Cabinet Resolution No (74) for 2020 concerning the UAE Cabinet Decision No (16) of 2021 Regarding the Unified
list of terrorists and implementation of UN Security List of the Violations and Administrative Fines for the Said
Council decisions relating to preventing and countering Violations of Measures to Combat Money Laundering and
financing terrorism and leveraging non-proliferation of Terrorism Financing that are Subject to the Supervision of
weapons of mass destruction, and the relevant the Ministry of Justice and the Ministry of Economy
resolutions

Cabinet Decision No (109) of 2023 On Regulating the
Beneficial Owner Procedures
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Guidelines Issued By Authorities

v" Guidelines for Designated Non-Financial Businesses and Professions
v' Supplemental Guidance for Auditors

v' Supplemental Guidance for Dealers in Precious Metals and Stones

v' Supplemental Guidance for Real Estate Sector

v" Supplemental Guidance for Trust and Company Service Providers

v" Lawyers' Guide on Anti-Money Laundering and Combating the Financing of Terrorism and Financing of Illegal Organisations
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Supervisory Authorities api

Location Supervised by

UAE Mainland and Ministry of Economy

Free Zones Ministry of Justice (Lawyers)
Abu Dhabi Global Financial Services

Market Regulatory Authority

Dubai International Dubai Financial

Financial Centre Services Authority
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AML/CFT Obligations of DNFBPs

Appoint an
AML/CFT
Compliance Officer

goAML
Registration

AML/CFT Training KYC
and Awareness
Ongoing Regulatory

Monitoring Reporting

ML/FT Risk
Assessment

Name
Screening

Record-
Keeping
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AML/CFT Policy
and Procedures
Documentation

Customer Risk
Assessment

Independent
Audit
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Appoint an AML/CFT Compliance Officer

N N N

Regulatory Thorough Understanding Risk Management Analytical and
Knowledge of Business Expertise Problem-Solving Skills

™ s VAl T

Technological Strong Ethical Excellent Communication : .
Proficiency Outlook Skills Continual Learning

SIE
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goAML Registration

How to register on the goAML Portal?

goAML registration is a two-step process

SACM Registration goAML Registration

Register on the UAE FIU's Service Access Control Manager Set up the Google Authenticator app on the registered mobile
system (SACM - UAE Financial Intelligence Unit (uaefiu.gov.ae)) using the Secret Key. Once set up, use the 6-digit code

to get the Username and a Secret Key for setting up the appearing on this Google Authenticator application as a
Google Authenticator application. password with the received Username to complete the

goAML registration on https://services.uaefiu.gov.ae/goaml/

What documents are required for goAML registration?

Authaorisation letter in favour of the appointment of the AML Compliance Officer
= @ A copy of the Passport, Resident visa, or Emirates ID of the person filing the registration application
1\

A copy of the Commercial/Trade License of the entity
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ML/FT Risk Assessment

2 RapidAML

1. LIKELIHOOD OF OCCURRENCE

Overview Of The Business
Business overview with respect to products,
customers, countries, staff, third parties.

Low
HIGH

Identify Risk Scenarios
Assess which ML/FT/PF risks may occur
and the form that they may take.

The scenario which occurs less than once per year, very unlikely
The scenario which occurs a few times per year, there is a reasonable chance
The scenario which occurs several times per year, high chance

2. IMPACT ON BUSINESS

LOW Negligible loss or damage, no measure from Compliance Officer, no effect
Limited loss or damage, simple measure from Compliance Officer, short-term effect

Analysis of Scenarios HIGH Significant loss or damage; enhanced measures from Compliance Officer, long-term effect
Determine likelihood of occurrence' and
resulting impact’, for each scenario. 3. LEVEL OF CONTROLS

. STRONG There are several measures in place to control risk, fully operational and fully effective
AnaIYSIS of Control EFFECTIVE Riskis mana i i i
ged adequately, could be improved in certain parts, but works adequately

Assess the control’ measures in place for
each scenario.

Determination Of Residual Risks e R e

Compare inherent risk & the level of
controls, to identify residual risk”.

A R Low
Assess Risk Appetite

Verify whether the risk is within the
boundaries of the risk appetite®.

HIGH

and is effective

Risk is not managed adequately, substantial improvement is necessary, but it has
some effect

No controls or controls have no effect

4. RESIDUAL RISK

The risk is unlikely to cause damage
There is a slight chance of this risk causing some damage
There is a considerable likelihood of this risk causing significant damage

5. RISK APPETITE

Determine Additional Measures
Type of additional actions to be taken to
control or reduce risk.

ACCEPT

AVOID

Mitigating measures are working
Reduce risk or improve controls
End the activities
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AML/CFT Policy & Procedures Documentation

= ML/FT Risk Identification
=@ and Assessment
: 2>
Customer Onboarding 4
and Exit W)=
ng Group-Oversight

SAR/STR Reporting na

) Confidentiality and Prohibition
Against Tipping Off

Staff Screening and Training

il Governance

Record-Keeping

Sanctions Compliance
Program
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AML/CFT Training & Awareness

Undertake 5
Extensive T
Training
Best
Practices for
AML/CFT
Training
Include
Concluding
Tests
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Customise
= Training
Program

Incorporate

m Practical

Additives
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KYC/KYB

Information

Organisation details like Name, Date of incorporation, Nature of business, Address
Info. pertaining to Directors, Shareholder, Sr. Management

Documents
Identification:
Certificate of Incorporation / Memorandum of Association / Articles of Association / Trade License / Certificate of Good Standing

Address Verification:
Utility Bill* / Municipal Tax Record / Property Purchase or Rent Agreement / Bank Statement / Insurance Policy
Corporate/ Others:

Legal Entity Register of Shareholders/Directors/UBO, Board Resolution appointing authorized signatory

Directors/UBOQ/ Partners/Shareholders

Directors/Senior Management: Designation
Partners/Shareholders: % of shareholding

UBOs: Information and documents same as the natural person
Directors/Senior Management: Identity document and designation

Information

Personal details - Name, DOB, Birthplace, Nationality, Gender, Contact details, Address
Details related to occupation, including employer name and address
Purpose of transaction

Documents
Natural Person Identification:
Emirates ID / Passport / Driving License / Any other Govt. issued document having photograph

Address Verification:
Utility Bill* / Municipal Tax Record / Property Purchase or Rent Agreement / Bank Statement / Insurance Policy other Govt. issued document
capturing address

*Not older than 3 months
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Name Screening

Sanctions PEP Advgrse
Screening Screening Media
Screening

A
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Sanctions Screening

{

p
L_\ Collect and Enter Key Identifier Information

!

Check Name Screening Results

!

Y

‘ o \

|
-
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Partial Match

Confirmed Match

» Apply freezing measures to funds and assets of the

BEST PRACTICE

natural/legal person screened or reject the customer.

Report to the UAE FIU by filing Fund Freeze Report
(FFR) on the goAML portal.

Prevent giving services/goods to the natural/legal
person.

Avoid informing or tipping off the natural/legal person
about screening results, freezing, and reporting
measures taken.

Conducting regular training to make the staff aware
of measures to be taken when there is confirmed
match.

Report to UAE FIU by filing a Partial Name Match
Report (PNMR) on the goAML portal.

Suspend or withhold for time being, all transactions
and services until further instructions from the FIU or
relevant authority/regulator.

BEST PRACTICE

Avoid informing or tipping off the natural/legal person
about screening results, PNMR measures taken.

Conducting regular training to make the staff aware
of measures to be taken when there is partial match.

» No action required regarding reporting the screened
natural/legal person.

BEST PRACTICE

» Continue with the Customer Due Diligence
requirements.
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Adverse Media Screening

Collect and enter key Identifier Information and keywords
denoting involvement in crimes in search engine

Check results of keyword search on the
search engine

9 No Match/ False
Match Found @Y@ @'@ Vi

R_— Carry out Enhanced Establish business 8 8
’ Due Diligence relationship é@

Consider submitting Suspicious 0= @

Activity Report (SAR) or Suspicious =

I
Transaction Report (STR) with the FIU lofla ]
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Politically Exposed Person (PEP) Screening

Collect and Enter Key Identifier
Information and run the software for
screening result

Check results of PEP search across

4 PEP watchlist
v

Match Found @gg
v

Carry out g 8

Enhanced Due 3
Diligence @

v

No Match/ False
Match

v

Establish
business
relationship
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Customer Risk Assessment

Customer Risk A Country Risk
Organisation Structure A Place of Residence
PEP Place of Business
Adverse Media Connections with High-Risk
Sanctions Countries

Changes in Behaviour

Product/Service Risk Transaction Risk
AE' Nature of Product/Service (-] Nature Transactions
HO L®
Dual-Use Goods Transaction Frequency
Easy to Transfer Ownership Transaction Volume
Easy to Move Transaction Patterns
Delivery Channel Risk
A. Face to Face
s M Involvement of Third Parties
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Ongoing Monitoring

Overall

Client Transactions Business
Profile Relationship
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Suspicious Transaction Report (STR)
To report any suspicious transaction related to ML/FT/PF, while establishing

&
business relationship or conducting transactions

Regulatory Reporting

Suspicious Activity Report (SAR)
To report any suspicious activity or attempted/unexecuted transaction
Fund Freeze Report (FFR)
For reporting any freezing measure and prohibition to provide funds/services,

&HQ related to ML/FT
related to 'confirmed matches’ with the Sanctions List

High Risk Country Activity Report (HRCA)
To report the activities expected to involve remittances originating from,
destined to, or routed through the high-risk countries defined by UAE's National

Partial Name Match Report (PNMR)
For reporting any ‘potential match’ with the Sanctions List
Anti-Money Laundering and Combating of Financing of Terrorism and lllegal

High Risk Country Transaction Report (HRC)
To report the transactions involving remittances originating from, destined to,
Organizations Committee (NAMLCFTC)

or routed through the high-risk countries defined by UAE's National Anti-Money
Real Estate Activity Report (REAR)
Reporting, by lawyers and real estate brokers/agents, of purchase and sale of
Freehold real estate above specified amount involving cash or virtual assets

Laundering and Combating of Financing of Terrorism and Illegal Organizations

Committee (NAMLCFTC)

Dealers in Precious Metals and Stones Report (DPMSR)
To report transactions by the Dealers in Precious Metals and Stones, equal to

or exceeding AED 55,000, in cash or wire transfer, along with identification

S
documents
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Record-Keeping

Location

UAE Mainland and
Free Zones

Abu Dhabi Global
Market

Dubai International
Financial Centre

The prescribed Data

Retention Period

5years

6 years

6 years

2 RapidAML
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Independent Audit

Sector-specific
Knowledge

Collaborative
Approach

Internal/External
Auditor
Sound knowledge
of AML/CFT Laws Knowledge of

and Regulations Business
Operations
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AML/CFT Compliance Best Practices

Understand all relevant AML/CFT laws and regulations Appoint a qualified Compliance Officer
Conduct a thorough ML/FT risk assessment Apply a risk-based approach to compliance

Develop policies and procedures tailored to your business's size and nature

Perform timely and appropriate Customer Due Diligence Monitor customer relationships on an ongoing basis
Deliver regular AML/CFT training to staff File regulatory reports promptly
Maintain records for at least 5 years Establish a robust governance and compliance structure

Use anintegrated AML/CFT compliance solution Arrange for independent AML audit
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We Talk and We Listen 2 RapidAML
Scan to share your thoughts!
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Getin Touch Now
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> info@rapidaml.com
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